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Hanover County Government &
April 16 at 2:31PM - &

Hanover County has been made aware of fraudulent emails being sent to applicants regarding
rezoning applications. These emails claim to be from County staff and request wire transfer
payments before a case can be scheduled for a Planning Commission hearing.

Please know:

« Hanover County will never request payment via wire transfer.

« Official payments are only accepted through our eTRAKIT online system or in person.

« Any legitimate communication from the County will come from a hanovercounty.gov email

address.

If you have received a suspicious email and made a payment in response to one, please contact
Hanover County Shenff's Office immediately at 804-365-6140.

Your safety and privacy are our priority. We are actively investigating this matter and would like to
hear from anyone who has received an email like this. Thank you for staying alert and helping us
keep our community safe.

#HanoverVA



Cybersecurity is just an IT issue...

Fraudulent Instruction

Data Loss/Exposure

Ransomware/Malware

Data Theft

44%

29%

18%

10%
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- Coverages

% THIRD PARTY FIRST PARTY @

*  Privacy Liability
*  Network Liability
* Internet Media Liability

 Data Breach
* Social Engineering
*  Extortion/Ransomware
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e Older, more vulnerable computer systems
*  Disruption

*  Virginia Public Procurement Act

*  Freedom of Information Act
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In-place
controls

Bring Response
Awareness Plan

Assessments

©
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Physical

* Doors

* Servers, desktops, and
laptops

Technical
* Logical controls

Administrative

* The intersection of people and technology
* Procedures
e Training
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“as soon as reasonably practicable”

Err on the side of reporting Code of Virginia 2.2-5514
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Where Does Insurance Fit?

Coverage Specialists

Specialists are
available to discuss
various protections
and what’s happening

Coverage Wording

Wording matters, ask
questions!

Liability
Indemnification

Carriers

Help guide response related
to protections with negotiated
rates and experience.
Incident Response Protocols

Awareness

Bring awareness and
education based on
known incidents.
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