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This presentation is intended for educational purposes only and 
does not constitute legal advice for any specific situation. Laws 
are subject to change, so always verify that the information is 
accurate and up-to-date before relying on it.



Awareness



Cybersecurity is NOT just an IT issue…

Fraudulent Instruction 44%

Data Loss/Exposure 29%

Ransomware/Malware 18%

Data Theft 10%



FIRST PARTYTHIRD PARTY

• Data Breach 
• Social Engineering
• Extortion/Ransomware

• Privacy Liability
• Network Liability
• Internet Media Liability

Coverages



• Older, more vulnerable computer systems
• Disruption
• Virginia Public Procurement Act
• Freedom of Information Act

Legal Health Financial

Who Needs it?



In-place 
controls 

Preventing & Reducing Cyber Incidents

Assessments Bring 
Awareness

Response 
Plan



• Logical controls

Physical

Technical

Administrative

• Doors
• Servers, desktops, and 

laptops

• The intersection of people and technology
• Procedures
• Training

1

2

3

In-Place Controls



“as soon as reasonably practicable”

Code of Virginia 2.2-5514 Err on the side of reporting 

Notification



Coverage Specialists
Specialists are 
available to discuss 
various protections 
and what’s happening

Coverage Wording
Wording matters, ask 
questions!
Liability
Indemnification

Carriers
Help guide response related 
to protections with negotiated 
rates and experience.
Incident Response Protocols

Awareness
Bring awareness and 
education based on 
known incidents.

Where Does Insurance Fit?



ANY QUESTIONS?

www.vrsa.us
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